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1. lean ocBoeHMsI TUCHMILITUHBI (MOYJIs1)

LenstMu ocBOEHUSI TUCUUILIMHBI (MOIYJs1) siBsieTcst opMUpOBaHUE Y oOydaromuxcs 1e-
JIOCTHOTO TIPEJICTABIICHUSI O COBPEMEHHBIX OpPraHU3aIllMOHHBIX, TEXHUYECKHUX, aITOPUTMUYECKUX U
JIPYTHX METOJIaX U CPeJICTBAX 3alllUThl KOMIIbIOTEPHON MH(POPMAINH, UCTIOIb3YEMbIX B COBPEMEH-
HBIX KPUIITOCHUCTEMAX, 3HAKOMCTBO € 3aKOHOATEIbCTBOM U CTaHJApTaMU B 3TOH 00JacTu.

[Ipn ocBoeHMM [aHHOW JUCHUIUIMHBI (MOAYJS]) YYUTHIBAIOTCS TPYAOBBIE (DYHKIIMH
CJICAYIOMINX MPO(ECCHOHATBHBIX CTAHJAPTOB:

[Tpodeccuonanbupiii crangapt - 06.016 PykoBomuTens mpoekToB B oOmacth WHGOPMAIIMOHHBIX
TEXHOJIOIMH, YTBEPKIACHHBIN IPUKa30M MHUHHUCTEPCTBA TPyAA U COLMAIBHON 3auThl Poccuiickon
®denepannn ot 18 HOsO0ps 2014 1. N 893H.

[Tpodeccuonanbupiit  cranmaptr - 06.026 Cucremsblii agMuHHCTpaTOp HH(POPMALMOHHO-
KOMMYHHKAIIMOHHBIX CHCTEM, YTBEP)KJICHHBIN MpHKa3oM MHHHCTEpPCTBA TPyAa U COLMATIBHOM 3a-
uThl Poccuiickoit deneparuu ot 29 centsiops 2020 r. N 680H.

2. Mecro aucuuMiuinHbl (MOAYJsi) B CTPYKType 00pa3oBaTeibHOM MPoO-

rpamMMbl

CornacHo yuyeOHOMY IJIaHy 1o HampaiaeHHto noArotoBku 09.04.02 MudopmanuonHsle cu-
CTEMBI U TEXHOJIOTUU JUCHUILIMHA (MOyib) «KoaupoBaHue U 3aiuta HUHPOpMaUu» OTHOCUTCS K
broky 1. JTucuurumnst (moaysns) (b1.B.JIB.01.02)

Hnst ocBoenust aucuuiuimabl (Moayiisi) «KonupoBanue u 3amura uHGOpMALIMNY» 00ydaro-
HIMecs HCIONBb3YIOT 3HAHMSI, YMEHHs, HaBbIKU, COOPMUPOBAHHBIE B XOJA€ WM3YYCHHS UCHUIUINH
«CoBpeMEHHbBIE CETEBbIE TEXHOJIIOIMU B CUCTEMAax XpaHeHUs JaHHbIX», «KomnbroTepHble Helpoce-
TEBbIE TEXHOJIOTU.

Matepuran AMCUUIIINHBL (MOJYJIs1) TECHO B3aUMOCBSI3aH C TAaKUMM JUCUUIUIMHAMU (MOAY-
nsmu), kak «[lognepxkka u npenocrasienue IT cepucoB B AIIK». 3HaHus, yMEHUS U HaBBIKH,
chopMUPOBaHHBIC B X0JI€ U3YUCHUS JAHHOM MUCHUIUTAHBI (MOYJs1) HEOOXOAUMBI B JaTbHEHIIIEM
JUIS TIPOXO’KJCHUSI MPOU3BOJCTBEHHOM TEXHOJOTHUYECKOW (MPOEKTHO-TEXHOJIOTHYECKOM) MpaKTu-
K1, moarotosku k ' MA.

3. [lnanupyembie pe3y/bTaThbl 00y4eHHS MO JUCUUILUIUNHE, COOTHECEHHbIE €
IUVIAHMPYEMbIMH Pe3yJIbTATAMHU OCBOCHUSI 00Pa30BaTeJIbHOM MPOTPaMMbI

B pe3ynbrare u3ydeHus AMCLUUIUIMHBI (MOAYINSA) OOy4aromUiCs TOJKEH OCBOUTH TPYAOBBIE
(GYHKIIMY U TPYAOBbIE 1€HCTBHUSA:

TpynoBble (yHKIMHU - ITITAHUPOBAHUE KOH(PUTYPALIMOHHOTO YIIPaBJIEHUS B MPOEKTAX Majioro
U CpeJHero ypoBHs cioxHoctu B obnactu UT. B/01.7

TpynoBble neiicTBUA: pa3paboTKa IIaHa KOH(UIYypalMOHHOTO YIpaBiIeHHs, pa3paboTka
MpaBWJI UIMEHOBAaHUSI U BEPCHOHHPOBAHUS 0a30BBIX 3JEMEHTOB KOH(pUrypanuu, pazpadoTka mpa-
BUJI MCIIOJIb30BaHMsI PENIO3UTOPHSI IPOEKTA.

TpynoBble pyHKINU - pa3paboTKa IUIAHOB MOJEPHM3AIMH WM 3aMEHbl KOMIIOHEHTOB WH-
dbopMaIrmOHHO-KOMMYHHUKAIIMOHHOU cuctembl. E/02.7

TpynoBbie neiictBusi: COOp DaHHBIX O TMOTPEOHOCTSAX IMOJIb3oBareneil MHGOPMALMOHHO-
KOMMYHHUKAIIHOHHOM CHCTEMBI, aHalu3 MoTpeOHOCTell monb3oBaresiell  MHPOPMALMOHHO-
KOMMYHHKAIIMOHHOM CHCTEMBbI, MPOTHO3UPOBAHUE CPOKOB MOJIEPHM3AIMM CETEBBIX YCTPOWCTB,
pa3paboTKa KpaTKOCPOYHBIX U JOJTOCPOYHBIX IUIAHOB MOJIEPHU3ALUN HH(POPMAIIMOHHO-
KOMMYHHKAIIMOHHOM CHCTEMBI, IJIaHUPOBaHUE paboOT MO pa3BepThIBAHUIO, KOH(PUTYPUPOBAHUIO U
HKCIUTyaTaI[M1 CETEBBIX YCTPOUCTB, COCTABICHHE aHKET JJIS BBIABICHHUS TPeOOBAHUH U MOXKETaHUN
C 1IeNIbI0 OOHAPYXEHHUSI CUCTEMHBIX MpobsieM 00paboTkM HH(pOpMaLMY, aHATTU3 BBISIBJICHHBIX Tpe-
0OBaHMI1 U TOXKENaHUH C IeTbI0 0OHAPYKEHUSI CHCTEMHBIX MTPobiIeM 00paboTKH HH(pOpMAIIHH.

OcBoeHue QUCHMIUIMHBI (MOAYJIA) HANpPaBIE€HO Ha (POPMUPOBAHHE CIEAYIOIIMX KOMIIETEH-
100178

VYK-1 CriocoGeH ocymecTBISITh KpUTUUECKHIN aHAIN3 MPOOJIEMHBIX CUTYaIlii HA OCHOBE CH-
CTEMHOT'O TTOJIX0/1a, BBIPAOAThIBATh CTPATETHUIO ACHCTBHIA,
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[1IK-1 CrocoGeH ynpaBisiTh MPOSKTaMU B 00JaCTH MH(POPMAITMOHHBIX TEXHOJIOTHI Majoro u
CPEIHETO YPOBHSI CIOKHOCTH B YCIIOBUSIX HEOIPEAECIEHHOCTEN, NOPOKIAEMBIX 3alIpOCaMU Ha M3-
MEHEHHS, C MPUMEHEHHEeM (POPMAbHBIX WHCTPYMEHTOB YIIPABICHHS PUCKAMU U MpoOiieMaMu

MIPOCKTA;
[1K-2

Cnocoben
KOMMYHHKAITHOHHOUW CHCTEMBI.

pa3pabatbIBaTh

IIPOCKTHI

MOJICpHH3AIINN

nH(pOpPMaITMOHHO-

Kon u Hanme-

Kon u Hanme-

Kpurepun olileHHBaHus pe3yabTaTOB 00yUeHHUs

HOBaHHUE YHU- HOBaHHUE UH-
BEpCAJIbHOMI JUKATOpa J10- | HU3KHA (I0MOpOro- TIOPOTOBBII 0a30BbIii MPOABUHYTHIN
KOMIICTCHIIH CTHXXCHUA BLII71, KOMIICTCHI A
YHMBEpCallb- | He chopMUpOBaHA)
HBIX KOMIIEe-
TCHIIUN
Kareropust yuuepcanbHbIx KoMneTeHIui - CUCTEMHOE U KPUTHUECKOE MBITIICHHUE
YK-1. Crno- N-1yka— | He 3naer mpun- | Cnabo 3HaeT Xopowo 3HaeT | OTIUYHO 3HAET
COOeH 0Cy- | 3yger IUIIBI cOopa, HPUHIUIBI COO- | MIPUHIIKITBI HPUHIIMITBI C00-
IIeCTBIATE NPUHIUIIEL | oTOOpa u 0000- | pa, oTOOpa u cbopa, orbopa | pa, orbopa u
KPUTHYECKHIA
coopa, or- | meHus uHPop- | 00oOImeHNS HH- | U 0000meHUsT | 0000IIECHUS H-
aHaJI3 Hpo- oopa u MallHH. dhopmarumu. uHdopmanuu. | Gpopmanuu.
OJIEMHBIX CHU-
. 00001IeHus
Tyalui Ha uEdopMa-
OCHOBE CH-
CTEMHOTO ML
NJ1-2yk-1— | He moxert co- He nocrarouno | JloctaTouHo YcneuHo coot-
Egg:fi;i? YmMeer co- | OTHOCUTD pa3- YETKO COOTHO- OBICTPO COOT- | HOCHUT pa3HO-
OTHOCHTD HOPOJIHBIE SIB- CHUT pa3HOPO/- HOCHT Pa3HO- | POAHBIE SIBJIE-
;z%?;;ﬂﬁ}o pPa3HOPOJ- | JICHUS U CUCTE- | HBIC SIBJICHUS U | POJIHBIC SIBJIe- | HUS U CHCTeMa-
HBIE SIBJIE- MaTu3UpOBaTh CUCTEMAaTU3UPO- | HUA U CUCTE- TU3UPOBATH UX B
HUS U CH- WX B paMKax U3- | BaTh X B paM- | MaTU3UPOBaTh | paMKax U30paH-
cTeMaTu3u- | OpaHHBIX BUJIOB | KaX M30paHHBIX | UX B paMKax HBIX BUJIOB
poBath UX B | mpodeccuo- BUJIOB npodec- | U30paHHBIX npogeccuo-
paMKax M3- | HaJbHOMU nes- CUOHAJIBHOM JIe- | BUJOB IPO- HaJIbHOM n1esl-
OpaHHBIX TEJTHLHOCTH. SITEIBHOCTH. dbeccruoHab- TEIBHOCTH..
BHJIOB IPO- HOM J1esITelNb-
(beccuo- HOCTH..
HAJIbHOU
eI TebHO-
CTH.
N-3vk1— | He mmeer npak- | Umeet manens- | Mimeer nocra- | MMeet GobImoit
Nwmeer TUYECKOTO ONbI- | KU MpaKTU4e- | TOUYHBIM MpaK- | MPaKTHYECKOTO
mpakTuyde- | Ta paboThI ¢ CKOT'O OIBITa TUYECKOTO ombITa PabOTHI C
CKUll ONBIT | HH(GOPMAIMOH- | PaOOTHI C MH- OIbITa paboThl | HH(pOPMAIMOH-
paboThI ¢ HBIMHM UCTOYHHU- | (OPMAIMOHHBI- | C UHQOpPMAIU- | HBIMU UCTOYHH-
uHpopma- | KaMH, OMBIT MU UCTOYHHUKA- | OHHBIMH HC- KaMH, OTIBIT
[IUOHHBIMHU | HAYYHOTO MOUC- | MU, OTIBIT HAy4- | TOUHHUKAMH, Hay4YHOTO TTOUC-
HUCTOYHU- Ka, CO3/IaHUs HOTO MOUCKA, OMBIT HAYYHO- | Ka, CO3/IaHUs
KaMmH, OTBIT | HAyYHBIX TEK- CO3JIaHUs HAayd- | TO MTOMCKA, CO- | HAYYHBIX TEK-
Hay4HOUTO | CTOB. HBIX TEKCTOB. 3/1aHMs HAy4Y- | CTOB.
TOMCKa, COo- HBIX TEKCTOB.
31aHUS
Hay4YHBIX
TEKCTOB.

Tun 1esaTenbHOCTU: MPOEKTHBIN
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ITK-1. U-1nk-1— | He 3naer ocHo- | Crmabo 3Haer Xopomo 3HaeT | OTIUYHO
Crniocoben 3Haer oc- BBl CHCTEMHOI'O | OCHOBBI CH- OCHOBBI CU- 3HAET OCHO-
YIPaBIsATh HOBBI CH- aJIMMHHUCTPUPO- | CTEMHOTO a- CTEMHOTIO aji- BbI CCTEM-
MIPOEKTAaMH B | CTEMHOTO BaHUS, BOBMOX- | MUHHCTPUPOBA- | MHHHUCTPUPOBA- | HOTO aMH-
o0jacTv UH- | aAMHHHU- noctu UC, oc- HUS, BOSMOXKHO- | HHUS, BO3MOXKHO- | HUCTPUPOBA-
¢dopmanmon- | ctpupoBa- | HOBBI puHaHCO- | cTH UC, ocHoBBI | ctu UC, OCHOBHI | HUS, BO3-
HBIX TEXHO- | HHS, BO3- BOT'O IUIAHUPO- | (PMHAHCOBOTO ¢buHaHCOBOTO MO>KHOCTH
JIOTHH MaJio- | MOKHOCTH | BaHMA B IPOCK- | MJIaHUPOBaHUs B | muianupoBanus B | UC, oCHOBBI
ro u cpeaie- | UC, ocHO- | Tax, TUIBI AOTO- | MPOEKTAX, TUIIBI | MPOEKTaX, TUMbl | (PMHAHCOBOIO
T'O YPOBHS BbI (puHAH- | BOPOB ¥ (JOPMBI | TOTOBOPOB U JIOTOBOPOB H IJIaHUPOBa-
CIIO)KHOCTH B | COBOTO JIOTOBOPHBIX (dhopmsI 10T0- dbopMsI 10T0- HUS B IPOCK-
YCIIOBHUSAX IUTAHUPOBA- | OTHOIICHUH BOPHBIX OTHO- BOPHBIX OTHO- Tax, TUIIBI
Heomnpee- HUS B IIPO- HICHUH HICHUN JIOTOBOPOB U
JICHHOCTEH, €KTaxX, TUIIBI ¢dbopmbl 10T0-
MOpOo’K1ae- JIOTOBOPOB BOPHBIX OT-
MBIX 3aMpo- | U OPMBI HOIICHHNA
camH Ha U3- | JOTOBOP-
MEHEHHS, C HBIX OTHO-
MPUMEHEHH- | IIEHUN
eMm ¢popmanb- | U-2nk-1 — | He ymeer mpo- | Cimabo ymeer Xopomo ymeer | B coBepien-
HBIX MHCTPY- | YMeeT mpo- | BOAUTH MEPEro- | MPOBOIUTH M€~ | MPOBOJUTH e~ | CTBE YMEET
MEHTOB BOJIUTH 1€~ | BOPBI, aHAJIM3H- | PETOBOPHI, aHA- | PETOBOPHI, aHA- | TIPOBOAMTH
YIPaBIECHHUA | PErOBOPBI, | POBaTh UCXOJA- | JU3UPOBATH UC- | IM3UPOBATh UC- | IEPETOBOPHI,
pUCKaMH U aHAJM3UPO- | HBIC JaHHBIC XOJIHBIC TAaHHBIE | XOJHBIC JaHHBIC | aHATH3UPO-
npobieMaMy | BaTh HMC- OpOrpaMMHUpPO- | BaThb UCXOJ-
MIPOEKTa XOJTHBIC BaHU HBIC JIaHHBIC
JTaHHBIE
NJ-3nk1— | He Bnaneer Cnabo Bnaneer | Xopomio Biajge- | B coBepiien-
Bnaneer yTipaBJieHUEM yTpaBJIeHUEM €T yIpaBJIEHUEM | CTBE BJIaJeeT
YIOpaBJICHU- | U3MEHEHUH B W3MEHEHUN B U3MEHEHUH B yIIpaBJICHUEM
€M U3MEHE- | MPOEKTE, HPOEKTE, IPOEKTeE, U3MEHEHUH B
HUH B IIPO- | yIIpaBJICHUEM yIpaBJIeHUEM yIpaBJIeHUEM MIPOEKTE,
eKTe, pUCKaMHM B IIPO- | PUCKAaMU B IIPO- | PUCKAMU B IIPO- | YIpaBICHUEM
VIIpaBJICHU- | €KTax eKTax eKTax pHUCKaMH B
€M pUCKaMH MPOEKTax
B IIPOCKTAX
Tun nesTeabHOCTH: HAyYHO - UCCIIEI0BATEIbCKHIM
IK-2. N-1nk2— | He 3Haer meto- | Cnabo 3HaeT Xopomo 3HaeT | OTIAM4HO
Crniocoben 3HAEeT Me- bl TIPOTHO3H- METOJBI TIPO- METOJIBI TIPO- 3HaeT METO-
pas3pabarsbl- TOJIBI IPO- | pOBAHUA U THO3MPOBAHUS U | THO3UPOBAHMS U | JIbI IPOTHO-
BaTh MMPOCK- | THO3UPOBA- | OIICHKH TEKY- OIIEHKHU TEKY- OIICHKH TEKY- 3UPOBaHUS H
ThI MOJICPHU- | HUA U Mx TpedoBa- Mx TpedoBa- mux TpedoBa- OLIEHKU Te-
3aIuu UH- OLIGHKH Te- | HMH K uHpOp- HuUM K uHpOp- HUM K uHpOp- KYyILIUX Tpe-
¢dbopmMalMoH- | KYIIUX Tpe- | MAIMOHHO- MAaIMOHHO- MaIMoHHO- OoBaHMii K
HO- OOBaHMIf K | KOMMYHUKAIlM- | KOMMYHUKAaIlM- | KOMMYHHKaIu- | HHQOpMaIu-
KOMMYHHUKa- | HHpOpMa- | OHHOM CHUCTEME | OHHOHM CUCTeME€ | OHHOH CUCTeME€ | OHHO-
[IUOHHOW CH- | ITHOHHO- KOMMYHUKa-
CTEMBI KOMMYHH- IIUOHHOM CH-
KaIlTUOHHOU cTeMe
CHUCTEME




N/-2nk-2— | He ymeer o6oc- | Crabo ymeer Xopomo ymeer | B coBepmien-
yMeeT HOBBIBATb BbI- 00OCHOBBIBAaTh | OOOCHOBHIBaTh | CTBE yMEET
000CHOBBI- | OOp TeXHHYE- BBIOOp TEXHHYE- | BEIOOP TEXHHYE- | 0OOCHOBBI-
BaTh BHIOOP | CKHX TpeOoBa- CKuX TpeboBa- CKuX TpeboBa- BaTh BBIOOD
TEeXHUYe- HUl K 000pyno- | HUI K 000pyH0- | HUM K 000pyI0- | TEXHUUECKUX
CKUX Tpe- BaHUIO JJIs BBI- | BAaHUIO JUISI BBI- | BAHWIO JUIA BbI- | TpeOOBaHUI
OOBaHUU K | TIOJIHEHUS MO- MOJTHEHUS MO- MOJIHEHUS MO- K 000pyza0-
o0opynoBa- | JepHU3ALNH JE€pHU3ALHUN JEpHU3ALNN BaHUIO JUISL
HUIO JUIS uHpopMaluoH- | UHPOPMAIMOH- | UHGOPMAIIMOH- | BBIMOJHEHHS
BBITIOJIHE- HO- HO- HO- MOJIEpHU3a-
HUS MOJIep- | KOMMYHUKAllM- | KOMMYHHMKalld- | KOMMYHUKalu- | U UHOOP-
HU3AUA OHHOM CHUCTEMBI | OHHOM CUCTEMBI | OHHOW CHUCTEMBI | MAlHOHHO-
unpopma- KOMMYHHKa-
LIMOHHO- LMOHHOM CH-
KOMMYHH- CTEMBI
KallMOHHOM

CHCTEMBbI

NJ-3nk-2— | He Bnaneer Cnabo Bnaneer | Xopomio Biajge- | B coBepiuen-
BIIaJIeET HaBbIKAMU pa3- | HaBBIKAMHU pa3- | €T HaBbIKAMU CTBE BJIQJICET
HaBbIKaMHU | pa0OTKH IJIAaHOB | paOOTKU IUIAaHOB | pa3paboTKu HaBbIKAMH
pa3paboTKu | MOJIEPHHM3AIMN | MOJAEPHU3ALMU | IJIAHOB MOJEp- | pa3pabOTKH
IJIAHOB MO- | WJIU 3aMEHBI VI 3aMEHBI HU3alUU WK IJIAaHOB MO-
JEpHU3AIMH | KOMIIOHEHTOB KOMIIOHEHTOB 3aMEHbI KOMIIO- | IEpHU3AINH
WK 3aMeHbl | “HQOpMaoH- | HHGOPMAIMOH- | HEHTOB MH(OP- | I 3aMEHBI
KOMIIOHEH- | HO- HO- MalOHHO- KOMIIOHEHTOB
TOB UH- KOMMYHMKAIM- | KOMMYHUKalll- | KOMMYHUKallM- | HH(pOpMaLu-
¢dopmanu- | OHHOHM CUCTEMBI | OHHOM CUCTEMBbI | OHHOM CHCTEMBI | OHHO-

OHHO- U pa3paboTKu U pa3paboTKu U pa3paboTKu KOMMYHHUKa-
KOMMYHHU- PEKOMEHIalUi | pEKOMEHIAalUKi | peKOMEHJAalUi | IMOHHOM CH-
KAI[MOHHOW | TI0 OOHOBJICHUIO | TTO OOHOBJICHHUIO | IO OOHOBJICHUIO | CTEMBI U pa3-
cUCTeMbl 1 | HH(GOpPMAIMOH- | UHPOPMALMOH- | HHPOPMALMOH- | pabOTKH pe-
pa3paboTKu | HO- HO- HO- KOMEHIaluid
PEKOMEH- KOMMYHHUKAIM- | KOMMYHHUKallM- | KOMMYHHMKalM- | 110 OOHOBJIE-
Janui 1mo OHHOM CUCTEMBI. | OHHOM CUCTEMBI. | OHHOM CUCTEMEBI. | HUIO HHPOP-
oOHOBJIE- MaIlOHHO-
HUIO UH- KOMMYHHKa-
bopmanu- LIUOHHOM CH-
OHHO- CTEMBI.
KOMMYHH-

KaIlTUOHHOU

CHCTEMBI.

B pe3ynbraTe u3yueHuss AMCUUILINHBI (MOIYJIs1) O0yYarOIIHICs TOJIKEH:

3HATh MPABOBbIE OCHOBBI 3AIIUTHI KOMIBIOTEPHOIH MH(pOpPMALIUK, MAaTEMATHYECKUE OCHOBBI
KpUnrorpadguu, opraHu3anroOHHbIC, TEXHHUECKUE U TPOTPaMMHBIE METOJIBI 3alIUTHl WH(POPMAIIUN
B COBPEMEHHBIX KOMIBIOTEPHBIX CHCTEMaX M CETAX, CTAHJIAPThl, MOAEIH U METOJbI MU(PPOBAHMUS,
METO/BI HIICHTH(PHUKAIINU TI0Tb30BaTeNIel, OCHOBBI HH(PACTPYKTYPHI CHCTEM, IMOCTPOCHHBIX C UC-
MOJIb30BaHKUEM MYOJIMYHBIX U CEKPETHBIX KIIIOUEH, METOAbI lepeaay KoH(puaeHIuaipHoi nadop-
Maluy 10 KaHajgaM CBSI3M, METOJBl YCTAHOBJICHHS MOJUIMHHOCTH ITI€PEJaBaeMbIX COOOIICHUH U
XpaHUMO# HH(popMaIK (JOKYMEHTOB, 0a3 JaHHBIX), IPUOPUTETHI COOCTBEHHOM AEATEIBHOCTH U
CIIOCOOBI €€ COBEPIICHCTBOBAHHSI HA OCHOBE CAMOOIICHKH,;

yYMETh pa3padaTbiBaTh MPOEKTHl MOAECPHHU3AINN WH(POPMAIIMOHHO-KOMMYHHUKAIIMOHHOM CH-
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CTEMBI, YIPABIATH MPOEKTaMH B 001acTH MH(MOPMAIMOHHBIX TEXHOJOTHI Majoro M CpeaHEero
YPOBHSI CIIO)KHOCTH B YCJIOBHUSIX HEONPEAEICHHOCTEH, TOPOKAAEMBIX 3aIIPOCAMHU HA N3MEHEHHUS, C
NpUMEHEHHEM (OPMAIBHBIX WHCTPYMEHTOB YIPABJICHUS PHCKAMHU M IpoOJIeMaMu MPOEKTa, MpH-
MCHATb U3BCCTHBIC MCTOJbI U CPCACTBA MMOAACPIKKHU HHd)OpMaL[I/IOHHOf/'I 0€30IIaCHOCTH B KOMIIBIO-
TEPHBIX CUCTEMaXx, IPOBOJUTH CPAaBHUTEIILHBIN aHAIN3, BHIOUPATh METOABI U CPEACTBA, OLICHUBATh
YPOBCHBb 3alIWUThI I/IH(l)OpMaL[I/IOHHBIX PECYPCOB B MPUKIAIHBIX CUCTEMAX, pCllaTb CTAaHAAPTHLIC
3371241 MPOoeCcCHOHATBFHON e TeTbHOCTH Ha OCHOBE MH(POPMAIIHOHHOM KYJIBTYPbI C IPUMEHEHH-
eM HUH(POPMAITMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJOTUH M C Y4€TOM OCHOBHBIX TPEOOBAHHUU WH-
(dopMaoHHOH 0€30MacHOCTH; ONpeNeNsaTh KPYr 3a7ad B paMKax ITOCTABICHHOH IEJH M BBIOH-
paTb ONITUMAJIbHBIC CII0COOBI X pelicHus, UCX0as U3 HeﬁCTBy}OLl[I/IX IMpaBOBbBIX HOPM, UMCIOIIU X~
Csl PECYpCOB M OTPaHWYEHUH, OCYIIECTBIATh KPUTHUSCKUN aHAIN3 MPOOJIEMHBIX CHTYallMi Ha OC-
HOBC CHCTCMHOI'O IIOAXOAa4, BLIpa6aTBIBaTB CTpPaTCruro HeﬁCTBHﬁ, OIIpCACIATE U PCAJIM30BLIBATH
HPUOPHUTETHI COOCTBEHHOM NESTENBHOCTH M CIIOCOOBI €€ COBEPIICHCTBOBAHMS Ha OCHOBE CaMO-
OIICHKH, OCYIIECTBISATh KPUTUUECKUM aHATN3 TPOOJIEMHBIX CUTYyallMil HA OCHOBE CUCTEMHOTO TO/I-
XO071a,BbIpa0aThIBaTh CTPATErHIO ACHCTBUH.

BJIaAACTb HABBIKAMHW YIIPABJICHHUA IPOCKTAMU B o0OJiacTu I/IH(l)OpMaIII/IOHHI)IX TEXHOJIOTHI
MaJioro ¥ CPEeJHEr0 YPOBHS CIOXKHOCTU B YCIOBHSIX HEONPEICIICHHOCTEH, MOPOXKIaeMBIX 3aIpo-
caMH Ha M3MEHEHUS, C IpUMEHEHHEM (OPMATIbHBIX UHCTPYMEHTOB YIIPABJICHUSI PUCKaMHU H MPO-
OyeMaMy TPOEKTa, CIIOCOOCH OCYIIECTBIATh KPUTUYESCKHI aHaIN3 MPOOJIEMHBIX CHUTYalluid Ha OC-
HOBE CHCTEMHOTO IOJXO0/Ia, BEIpAaOaThIBaTh CTPATETUIO JEHCTBHIA, criocobaMu pa3paboTKH MPOEK-
TOB MOJCPHU3AIUU MH(DOPMAITMOHHO-KOMMYHHUKAIIUOHHON CUCTEMBI.

3.1 Marpuua cooTHeceHHsI TeM/pPa31esi0oB Y4eOHOH TUCUMILIMHBI (MO1YJISA) U
(opMupyeMbIX B HUX YHHBEPCAJbHBIX U NP0 ecCHOHAIBHBIX KOMIIETCHIMH

Temsl1, paznensl AUCIUIUIAHEI (MOTYJIs) Kommnerenimu OO01ee
KOJIHNYCCTBO
VK-1 IK-1 | IK-2 KOMIIETEHLIUI
1. OcCHOBHBIC TIOHSITHSI U OIPENEICHUS + + + 3
B 00jacTu MHPOPMALMOHHOW 0e3-
OMAaCHOCTH  aBTOMATH3MPOBAHHBIX
CUCTEM
2. OCHOBHBIE BU/IbI YSI3BUMOCTElaBTOMA- + + + 3
TU3UPOBAHHBIX CHCTEM
3. OcHOBHBIE BBl THPOPMAIIMOHHBIX aTaK + + + 3
4. Mojenu 3alMThl aBBTOMAaTU3UPOBAHHBIX CH- + + + 3
CTEeMOT WH(OPMAIIMOHHBIX aTaK
5. AnHanu3 cymiecTBYIOIIUXMO/ENEH mporecca + + + 3
oOHapy>keHHsI HH)OPMAIIMOHHBIX aTaK
6. Aymut nH(HOPMAITMOHHONHOE30MTaCHOCTH U + + + 3
OLIEHKA PUCKOB
7. O030p CyIIECTBYIOIINX CPEICTB 3aLTUTHI + + + 3
uH(popMalun

4. CTpyKTYypa ¥ coaepKaHue JUCHUILIUHBI (MOYJIs1)

OO11ast TPYI0EMKOCTh JUCIUTLTAHBI (MOJYJIs1) cOoCTaBisieT 5 3aueTHbix eaunuilsl (180 ak.uacoB)

4.1. OObeM IMCHUNJIMHBI (MOIYJIs]) U BUABI y4eOHOH PadoThI



KonuyecTBo ak. yacos
Bupr 3anstiin 110 0YHOI1 popMe | 110 3a04HOI pop-
o0yueHHs Me 00ydeHust
3 cemecTp 2 Kypc
OO6m1ast TpyI0€MKOCTh TUCIMIUIMHBI (MOJTYJIS) 180 180
KonTaktHas paboTa 00y4aromuxcs ¢ mpenojiaBa- 48 28
TEJIeM, B T.4.
ayJIUTOPHBIE 3aHATHUS, U3 HUX 48 28
JIEKIIUHI 16 12
MPAKTHYECKUE PaOOTHI 32 16
CamocTosiTenpHast paboTa 00yJaronmxcs 132 148
mpopaboTKa y4eOHOro Marepuaia Mo JIUCIIH- 105 105
IUIMHE (KOHCIEKTOB JIEKLIUH, y4eOHUKOB, MaTEpH-
aJIOB CETEBBIX PECYPCOB)
BBINOJIHEHUE WHAMBUYaTbHbIX 3aaHUHN 17 33
MTOATOTOBKA K TECTHPOBAHUIO 10 10
KonTtpounb - 4
Bupx uToroBoro KOHTpoIIs 3a4€T
4.2. Jlekuum
No Paznen nuctumniuHel (MOyst), TEMBI O0BeM dopMupyronme
JICKIMIA U UX COAEpIKaHue B aK. yacax KOMITETEHIHH
O4YHas 3a04YHas
¢dbopma ¢dhopma
oOyueHusi | oOydeHus
1. | OCHOBHBIE NOHATUS M OINpEEIe- 2 2 YK-1, I1K-1, TIK-2
HUS B 00JacTu HHGOPMALMOHHOM
0€30MacHOCTH aBTOMATU3HPOBAaH-
HBIX CHCTEM
2.  |OCHOBHBIC BUBI YSI3BUMOCTECHABTO- 2 2 VK-1, TIIK-1, TIK-2
MaTHU3UPOBAHHBIX CUCTEM
OcHoBHbIE BUAbI THHOPMAITMOHHBIX aTaK 2 2 YK-1, TIK-1, I1K-2
4, Mogenu 3alMThl aBBTOMATHU3UPOBAHHBIX 2 2 VK-1, IIK-1, TIK-2
CUCTEMOT UH(GOPMAITMOHHBIX aTaK
5. | AHanm3 CyIIEeCTBYOIMUXMO/IENEH Mpo- 2 2 YK-1, TIK-1, TIK-2
1ecca 0OHapyKeHus HHHOPMaLMOHHBIX
aTaKk
6. | Ayaut uH(bOPMAIMOHHOIOE30MaCHOCTH 3 1 YK-1, TIK-1, ITK-2
U OIIEHKA PUCKOB
7. 0O030p CYIIECTBYIONMIUX CPEICTB 3aIIUTHI 3 1 YK-1, IIK-1, TIK-2
uHpopMauu
Bceero 16 12




4.3. IlpakTuyecKkue 3aHATHS

Ne Paznen qucuumiuHbl (MOTYIIs) O0BeM B ak.gacax dopmupyronme
(MOymsT), TEeMBI JIEKIIHIA U UX CO- KOMIIETEHINHU
ACpKaHne OYHas 3a04Has

dhopma dhopma
oOyyenusi | oOy4yeHus
1. OCHOBHBIE TOHSITUSI U ONPEACIICHUS 4 2 VK-1, IIK-1, IIK-2
B o00nactu MHPOPMALMOHHOW 0e3-
OITACHOCTH aBTOMATU3UPOBAHHBIX
CHCTEM
2. (OCHOBHBIE BUJIbI YSI3BUMOCTEHABTO- 4 2 VK-1, IIK-1, IIK-2
MaTHU3UPOBAHHBIX CUCTEM
3. OcHOBHBIE BUIbI HHPOPMAIIMOHHBIX 4 2 VK-1, IIK-1, IIK-2
arak
4, Mopenu 3aimuThl aBTOMaTU3UPOBAH- 4 2 VK-1, IIK-1, IIK-2
HBIX CUCTEMOT UH(POPMAITMOHHBIX
arax
5. AHanu3 CynecTBYOLUXMOAeIen 4 2 VK-1, IIK-1, IIK-2
npoiiecca oOHapykeHust uHpopma-
IIMOHHBIX aTak
6. Aymut nHpopMamoHHOHOe301ac- 6 2 YK-1, IIK-1, I1K-2
HOCTHU U OLICHKA PUCKOB
7. 0O0630p CyIIECTBYIONIUX CPENICTB 3a- 6 4 YK-1, IIK-1, TTIK-2
U THI KHpOpMauu
Bcero 32 16

4.4. JlabopaTopHble padoThI

JlaGopatopHble pabOThl HE MPETYCMOTPEHBI.
4.5. CamocrosiTesibHasi padoTa 00y4arommXxcs

Pazgen nucHuIuIMHbBL

O0BEM akK. 4acoB

Bua camocrositensHOM paboTh Oo4Has
(Momyms) g p 3a04Has
dopma
dbopma
00ye- oOyueHus
HUS i
1. OcHoBHbIe IOHS- | [IpopaboTka ydueOHOTO MaTepuayia Mo JAUCITH-
THS ¥ ONIPE/IENieHHs B 00- | IUIMHE (KOHCHEKTOB JEKIHH, yueOHUKOB, Ma- 15 15
JacTHMH(OPMALIMOHHON | TEPHAIOB CETEBBIX PECYPCOB)
0€30MacHOCTH aBTOMAaTH- | BeImonHEeHNe MHIMBUYaTbHBIX 3aJaHU 2 6
3UpPOBAaHHBIX CUCTEM [loaroTroBka K TECTUPOBAHHUIO 2 2
[TpopaboTka yueOHOTO MaTepHayia Mo JAUCITH-
2. OcHoBHbIE  BUJBI | ITUHE (KOHCIIEKTOB JICKIUH, Y4eOHUKOB, Ma- 15 15
YSA3BUMOCTEH aBTOMATH3H- | TEPHATIOB CETEBBIX PECYPCOB)
POBAHHBIX CUCTEM BrinmonHenne HHIMBUYaTbHBIX 3aJaHHUHA 2 6
[ToaroroBka K TECTUPOBAHHIO 2 2
[IpopaboTka yuyebHOrO MaTepuaia mo JUCITH-
IUIMHE (KOHCIEKTOB JIEKINM, y4eOHUKOB, Ma- 15 15
3. OCHOBHBIE  BHIBI
TEPUAIIOB CETEBBIX PECYPCOB)
MH(OPMAILIMOHHBIX aTaK =
BrinosHeHne MHIMBUYaIbHBIX 3aJaHUN 2 6
[ToaroroBka K TECTUPOBAHHIO 2 2




IIpopaborka yueOHOTO MaTepraia o IUCIIH-
4, Mopaenu 3amuThl pop yi vp
TIMHE (KOHCIEKTOB JICKINH, Y41eOHUKOB, Ma- 15 15
ABTOMATU3UPOBAHHBIX
TEPHUAJIOB CETEBBIX PECYPCOB)
cUCTeM OT MH(OpMaIOH- v
HAIX ATAK BrinonHeHne HHIMBUYaTbHBIX 3aaHHIA 3 6
[ToaroroBka K TECTUPOBAHHIO 2 2
[TpopaboTka yueOHOrO MaTepuaia mo JUCIH-
S. AHanu3 cylie- N
. rIuHe (KOHCIIEKTOB JICKITUH, y4eOHUKOB, Ma- 15 15
CTBYIOIIUX MOJIENeH Mpo-
TEPUAIIOB CETEBBIX PECYPCOB)
necca OOHApyKEHUs HWH- =
BrinonHeHne HHIMBUYaTbHBIX 3aaHHUIA 4 6
(dbopMaImOHHBIX aTaK
[ToaroroBka K TECTUPOBAHHIO 1 1
[TpopaboTka yueOHOrO MaTepuaia mo JUCIH-
6. Ayt uHbopMa- | THHE (KOHCIIEKTOB JIEKI[UH, Y4eOHUKOB, Ma- 15 15
LIMOHHO# Ge30macHocTH ¥ | TCPHAOB CETEBBIX pecypcoB)
OILICHKA PUCKOB BrinosiHeHME MHIUBUIYAIBHBIX 3aJaHUIM 4 3
IToaroroBka K TECTUPOBAHUIO 1 1
7. 0O0630p cymecTBy- | [IpopaboTka yueOHOro MaTepuaia o JUCIu-
IOLUX CPEJICTB 3allIUTHI | IUIMHE (KOHCIEKTOB JIEKLIUH, yYeOHUKOB, Ma- 15 15
uH(pOopMauu TEPHUAJIOB CETEBBIX PECYPCOB)
Uroro: 132 148

MeTtoauueckue ykazaHus JUisl IPOBEACHHS MPAKTUUECKUX 3aHATUH 1o aucuuiuinHe «KonupoBanue
u 3amura uHpopmammm» s HanpapieHus moArotoBku 09.04.02 MuadopmanmoHHBIE CUCTEMBI U
TEXHOJIOTHH . — MuuypuHck, 2021.

4.6. Boino/iHeHHEe KOHTPOJIBLHOM padoThl 00y4al0IIMMUCH 32049HOH (hopMBbI
ITpuctynath K BBIIOJIHEHNUIO KOHTPOJIBHON PabOTHl HEOOXOIUMO TOCIIE U3yUEHUsI MaTepua-
Ja Mo JUTEpaTypHbIM UCTOUYHUKAM, YOEIUBIIUCH ITyTe€M OTBETOB Ha BOIPOCHI JJIi CAMOIPOBEPKH,
YTO MaTepHal TEMbI YCBOECH.
Llenbto KOHTPOJIBHOM pabOTHl MO AUCLUILIMHE SBISIETCS PACCMOTPEHUE TEOPETHUYECKHX
acIIeKTOB M IPUMEHEHNE OCHOBHOTO MHCTPYMEHTAPHS YIPABICHHUS HAyYHBIM HCCIICIOBAHUEM.
TpeboBanus kK 0pOpMIICHHIO.
KonTponbHast paboTa MOKeT ObITh BBINOJIHEHA B YUEHMUECKOH (IIKOJBHOM) TeTpaau Win
Ha JucTax (¢opmarta A4 meyaTHbIM MM PYKOIUCHBIM (YETKUM, YUTAEMBIM) CiocoOoM. Beimon-
HEHHBIE 3a/IaHHS PACIIONIATAIOTCS MO MPEICTaBICHHOMY HOpSAKy. CIHCOK HCHONb3ye MOH JIuTe-
patypsl IPUBOAMUTCS B KOHLIE paOOTHI.
Ha tutynsHOM nucTe pacnosaraercs cieayromias nHpopMmalus: Ha3BaHUE AUCLUILIN HbI,
@®.1.0. obyuaromuiics, Kypc, rpyrnima, HOMep 3a4€THOW KHUKKHA, HOMEP BEIOPAaHHOTO BapuaHTa U
HOMeEpa BBIMOJIHEHHBIX 3aJaHUH 110 TOPS/IKY B CIEIYIOLIEM BU/IE:
Cpoxu BBINONHEHHA. BhIoTHEHHAas KOHTPOIbHAs paboTa MOANNCHIBACTCS 00YJAIOMINMCS
U C/IaeTcsl Ha MPOBEPKY MpernojiaBaTenio Ha kadenpy «MartemaTtuku, GU3MKA U WHPOPMAIMOH-
HBIX TEXHOJOTHI» B YCTAHOBJIEHHBIE CPOKH, KaK IpaBmio, 3a 10 nHel no Havanma ceccuu. 1Ipo
BepKa KOHTPOJIbHON pabOThI MPENoaBaTeNeM OCYILECTBISIETCS B TEUCHUE HENIENIU 1I0CTIe €€ Cla-
yn. KoHTposbHast paboTa 1omKHA OBITH 3aYTeHa K Hadaly 9K3aMEHAI[MOHHOM CECCHH.

4.7. Conep:xxaHue pa3iesoB THCHHUILIMHBI (MOLYJIS)

1. OcCHOBHBIE TIOHATHUS U ONIPEACIICHNs B 001acTh HHGOPMAITMOHHON 0€3011aCHOCTH aB-
TOMAaTU3UPOBAaHHBIX cucTeM HHpopmanus Kak OCHOBHOW OOBEKT 3aIlUThl. ABTOMATH3UpPOBaHHAsS
CUCTeMa Kak cpefia 11l 00pabOTKH, XpaHEeHUs U Iiepeaadn nHpopMaluu

2. OcHOBHBIE BU/IbI YA3BUMOCTEH aBTOMAaTH3UPOBAHHBIX CHCTEM
Vsazsumoctu «buffer overflowy. Yszsumoctu «SQL injectiony. Ysazpumoctu «format string». Ys3-
BumocTH «Directory traversaly» . Ys3umoct «Cross Site Scripting» . YS3BUMOCTH IMPOrpaMMHBIX
peanmmu3anuii creka TCP/IP.Ys3Bumoctu npotokosos crexka TCP/IP.

3. OcHoBHbIe BUIbI HHPOPMAITMOHHBIX aTak  Cragus

pexkorHocuupoBku.  Craaus
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BTOPXKEHUS UM aTakyroulero Bo3aeicteus. Cragus najabHeMero pasBuTus araku. Bo3moxHsle mo-
CJIEAICTBUS MH(POPMALIMOHHBIX aTaK

3. Moaenu 3auThl aBTOMAaTU3UPOBAHHBIX CUCTEM OT WH(POPMAIIMOHHBIX aTakK.
AHanu3 CcylecTBYOUIMX Mojenell nHGOPMAllMOHHbIX aTak. TaOiauuyHble U AMAarpaMMHbIE MOJEIN
UHPOPMALMOHHBIX aTak. Dopmannu3oBaHHbIE MOJAETH MH(OPMAIMOHHBIX aTak. Maremaruyeckas
MO/JIeJIb THPOPMALIMOHHBIX aTaK, IOCTPOCHHAs! HA OCHOBE TEOPETUKO- MHOXKECTBEHHOTO aIllapara.

S. AHanu3 CymecTBYIOIMX MOJENeH mpoiecca o0HapyKeHUsI HH(POPMALMOHHBIX aTak.
Curnaryphsle MoJenu nporecca oOHapykeHus atak. [loBeneHueckne MoJenn mporecca BbIsBIIE-
HUs arak. [loBegeHdyeckast MOJIeNb BBISIBIICHHS aHOMAJIHA B CETEBOM Tpaduke.

6. Ayt nH(popMaMOHHOH 0€30MacCHOCTH U OLIeHKa pUCcKOB OCHOBHBIE HOHSTHS
ayauta Ge3onacHOCTU. MoJenu OLeHKH PUCKOB MHGOPMAIIMOHHON Oe30nmacHoCTH. Mozenb OLeHKH
PHCKOB, Oa3zupyromasics Ha ocHOBe rpadoBoii Mozenu aTak. OCOOEHHOCTH HMCIIOJIb30BaHUs rpado-
BOW MOZIEIH OLEHKH PUCKOB O€30MaCHOCTH.

7. O030p cymlIecTBYIOUIMX CPEACTB 3aluThl HHPopManuu. CpeacTsa Kpunrorpaduye-
cKoi 3amuThl nHPOopMaruu. CpeacTBa pa3rpaHUYeHuUs JOCTYIA IMOJIb30BaTeNel K MHPOPMaMOH-
HbeIM pecypcam AC. CpencTBa MEKCETEBOT0 SKPaHUPOBAHHUS.

5. O6pa3oBaresibHbIE TEXHOJIOTHHU
HpI/I HU3YUCHUUN NUCHHUIINHBI (MOI[y.]'IH) HCIOJIB3YIOTCS HHHOBAIIMOHHLBIC O6paSOBaTeJ'IBHBI€ TEX-
HOJIOTMHU HAa OCHOBC MHTCTpAlMHM KOMIICTCHTHOCTHOI'O U JIMYHOCTHO-OPUCHTHUPOBAHHOI'O IIOAXOI0B
C JJICMCHTAMHU TPAaAUIIHUOHHOI'O JICKIHUMOHHO-CCMHUHAPCKOT'O U KBaSI/IHpO(beCCI/IOHaJ'ILHOFO O6y‘IeHI/I${
C HCIIOJIb30BAaHUEM HHTEPAKTUBHBIX (DOPM IPOBENEHUS 3aHATHUM, MUCCIIEIOBATEIBCKON MPOEKTHON
ACATCIIBHOCTHU U MyHBTHMCHHﬁHLIX y‘le6HI>IX MaTcpraIoB

Bup yuebnoii pa- OO6pa3zoBaTebHBIC TEXHOJIOTHI
00THI
DONEeKTpOHHbIE MaTepHalibl (B T.Y. CETEBbIE MCTOYHHUKH), UCIIOIb30Ba-
Jlekumu HUE MYJIBTUMEIUIHBIX CPEJCTB, Pa31aTOYHbII MaTepuall.
[TpakTueckue TectupoBaHue, BHIIOJHEHUE TPYNIOBBIX AYAUTOPHBIX 3a/JaHUM, MH-
3aHATUS JIMBHTyaJIbHbIE JOKJIAJbI.
CamocTosTenbHbIE BrimmonHenue pedepaTuBHOM pabOThI; MOATOTOBKA U 3aIlIMTa cooOlie-
paboThI HUS C UCTIOJIb30BAHUEM CIIAMIOBBIX TPE3EHTAIUH.

6. OueHoYHbIE CpeaCTBA JUCHUNIMHBI (MOTYJIs)

OCHOBHBIMHU BUJAMH JUCHUIUIMHAPHBIX OIIEHOYHBIX CPEICTB NpU (PYHKIMOHUPOBAHUU MOAYJIBHO-
PEUTHHTOBON CHCTEMBl OOYUYEHHUs SBISAIOTCA: Ha CTaJUU pyOeKHOTo pedTHHTra, (opMUpYyeEMOro 1o
pe3yjibTaTaM MOAYJILHOT'O KOMIIBIOTECPHOI'0O TECTUPOBAHUA — TCCTOBBIC 3aJlaHUA; HA CTAAWH ITOOII-
PUTEIBHOIO PEUTHHIra, GOPMUPYEMOTO 0 pe3ysibTaTaM HAIIMCAHUS U 3alIUThI peepaToB MO aKTy-
aTbHOM MpoOJeMaTHKe, Ha CTaJAUHM MPOMEXKYTOUHOTO PEHUTHHTA, OMPEEIsIEMOTO MO pe3yJbTaTaM
CIa4u 3a4€Ta — TCOPECTUICCKUC BOIIPOCHI, KOHTPOJIUPYIOIIHUEC TCOPCTUICCKOC COACPIKAHUC yqe6H0-
To MaTcpualia, © KOMICTCHTHOCTHO-OPUCHTUPOBAHHBIC 3aaHWA, KOHTPOJIUPYIOIIHUEC MPAKTHYCCKUC
HABBIKM U3 PA3IUYHBIX BHUJIOB MpodecCHOoHanbHON nesrenbHocTH obOydatomierocs mo OITOIT man-
HOT'O HarpasJeHUs, QOpMHUpYyEMbIe TPU U3yUYEHUU TUCHUILIMHBI (Moayis) «KoaupoBanue | 3amiu-
Ta UH(OPMAIIH»

6.1. ITacnopt ¢oHa OLIEHOUYHBIX CPEACTB 0 AUCHHUILINHE

Ne KonTponupyemsie pa3nenst Kox xoHTposnupyemoit OneHo4yHOE cpencTBO
m/m | (TeMbl) ANCUUIUTMHEI (MOJTY- KOMIIETEHIINU HanmenoBanne Konngectso
7151)
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1. | OcHOBHBIC TOHATHS U YK-1, I[IK-1, [IK-2 | TectoBble 3a1anus 15
oTpeseNieHus: B 001acTh Tewmbl pehepatoB 3
nHpopManMoHHOM 6¢3- Bompocst ust 3a4era 5
OIAaCHOCTH aBTOMAaTU3UPO-

BaHHBIX CUCTEM

2. | OCHOBHbBIE BU/IbI YSI3BH- VK-1, I[IK-1, [IK-2 | TecroBble 3anaHus 18
MOCTE€MaBTOMATU3UPO- Temnl pedepaToB 3
BaHHBIX CUCTEM Bompocst st 3a4era S

3. | OcHOBHbIC BHUBI HHOOP- VK-1, I1K-1, [IK-2 | TectoBble 3ananus 17
MallMOHHBIX aTaK Tembl peepaton 3

Bomnpocs! i 3auera 4

4. | Mopenu 3alluThl aBTOMa- VK-1, I[IK-1, [IK-2 | TecroBble 3anaHus 18
TU3HUPOBAHHBIX CUCTEMOT Tems! pedepatos 3
MH(POPMAIIMOHHBIX aTaK Bomnpocs! 114 3a4era 4

5. | AHanu3 CyIIECTBYIOMIMX VK-1, I1K-1, [IK-2 | TectoBble 3ananus 10
MojIeliel rpoiiecca oOHa- Tewmbl peepatoB 3
pyXeHus HH(i)OpMaLII/IOH— BOHpOCH U1 3a4eTa 4
HBIX aTaK

6. | Ayaut uHpOpMaIMOHHOU YK-1, I[IK-1, [IK-2 | TecToBble 3a1anus 10
0€30MacHOCTH M OIIEHKA Tewmst pedeparon 3
PHCKOB Bomnpocs! 11st 3aueta 4

7. | OG30p CyIIECTBYIOIIUX YK-1, IIK-1, [IK-2 | TecToBble 3a1anus 12
CPEICTB 3amuThl HHDOP- Tembl peepaton 2
Maluu Bomnpocs! aiist 3agera 4

6.2. Ilepeuyenn Bonpocos aias 3avera (YK-1, [TIK-1, T1K-2)

1. MHMuadopmanus kak OCHOBHOM OOBEKT 3aIIUTHI.

2. ABTOMaTH3MpOBAHHAS CHCTEMa Kak cpejia il 00paboTKH, XpaHSHHS U Tiepeaun nHpopMa-

LIUH.

3. VYssBumoctu «buffer overflow».

4. Vsazsumoctu «SQL injectiony.

5. VYsazBumoctu «format string».

6. Vsaszsumoctu «Directory traversaly .

7. Ysa3Bumoctu «Cross Site Scriptingy .

8. VYsa3Bumoctu nporpaMMmHbIX peanu3zanuii crexka TCP/IP.

9. VsazBumoctu nporokoino crexka TCP/IP.

10. Craaus peKOrHOCIIMPOBKH.

11. Cranus BTOp>KEHUS U aTaKyIOIIETro BO3/1EHCTBUS.

12. Craaus gampHeWIIero pa3BUTHS aTaKH.

13. Bo3moHBIE MTOCIIEACTBUS HHPOPMAIIMOHHBIX aTak.

14. Amnanu3 cymecTByOIUX Mojienell HHPOPMALIMOHHBIX aTak.

15. TaGnuuHble U AUarpaMMHbIE MOAETH HH(OPMAIIMOHHBIX aTaK.

16. dopmanm3oBaHHBIC MOJIETH HH)OPMAITMOHHBIX aTaK.

17. MaremaTtnueckast Mo/ieib HH(OPMAIIMOHHBIX aTakK, IOCTPOEHHAs! HA OCHOBE TEOPETUKO-

MHOYXECTBEHHOTO ariapara.

18. CurnarypHble MOJIEIH Mpoliecca OOHAPYKEHHS aTak.

19. TloBeneHueckue MOIEIH MPOIIECCa BHISIBJICHUS aTaK.

20. TloBeneHueckas MOJENb BBISBICHHUS aHOMAIUN B CETEBOM TpauKe.

21. OcHOBHBIE MOHATHS ayuTa O€30TACHOCTH.

22. Mopenu OIeHKH pUCKOB HH(POPMALIMOHHOM O€30MacHOCTH.

23. Mopernb OlLIeHKH PUCKOB, 6a3upyroniascs Ha OCHOBE IpadoBOif MOJIENN aTak.
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24. OcoOeHHOCTH MCIIONb30BaHUA IrpadoBOM MOJEIH OLEHKH PUCKOB OE30MACHOCTH.

25. CpencrBa kpunTorpadpu4ecKoi 3auuThl HH(HOPMAIIHH.

26. CpencrtBa pasrpaHudeHHs JOCTyIa Mosb3oBarenell k mHbopManuoHHbIM pecypcam AC.

27. CpencTBa MEKCETEBOTO SKPaHUPOBAHHUSL.

28. AyreHTH(UKalLUs MOJIB30BaTENEH HA OCHOBE CETEBbIX aPECOB.
29. Ayrentuduxanus noap3oparesneiil Ha OCHOBE MapoJIeid.
30.buomerpuueckast ayTeHTU()UKALUS TOIb30BaTeNeH .

6.3. IlIkana oLeHOYHBIX CPEACTB

YpoBHH  OCBoOe- Kputepuu onennBanus
HUA  KOMIIETEH-
A05051

O11eHOYHBIE CPE/ICTBA
(xon-BO 6aIoB)

[MponsunyTeii | OTIMYHO 3HACT MPUHIMIIEI cOOpa, oTOopa 1 0000IIIe-
(75-100 6ammoB) | Hus uHGOpMaruu. FiMeeT OOIBIION IPAKTUIECKUI
«3a4TEHOY OIIBIT pa0OTHI ¢ MH()OPMATMOHHBIMU UCTOYHUKAMH,
OTIBIT HAYYHOT'O IMOUCKA. B coBepIlIeHCTBE BlaieeT
yIpaBlIieHUEM H3MEHEHHH B MPOCKTE, YIIPABICHUEM
pHCKaMH B IpoeKTax. B coBepieHcTBE ymeeT 000c-
HOBBIBATh BEIOOP TEXHUYECKHUX TPEOOBAHUIA K 000PY-
JOBaHUIO JIJISl BHITIOJTHEHUST MOZICPHH3AIMKA UHPOpMa-
[IMOHHO-KOMMYHUKAIIMOHHOW CHCTEMBI.
Ha 3ToM ypoBHE 00Yy4YaromIuiicsi ClioCOOCH TBOPYECKH
MPUMCHSITh IIOJIYYCHHBIC 3HAHHUS ITyTeM CaMOCTOSI-
TEJIBHOTO KOHCTPYHUPOBAHUS CIIOCO0A JCSITEIbHOCTH.

TECTOBBIE 3aaHuUs
(30-40 6amn0B)
HHIUBHIyaIbHOE 3a-
naHue

(8-10 6amoB);
BOIIPOCHI K 3a4eTy
(37-50 6aynoB)

bazoBsrit Xopolo 3HaeT MPUHITUIEI cOopa, oTOopa 1 00600IIIe-
(50-74 6anna) | Hus uabopmaiuu. MIMeeT 10CTaTOYHBINH MPAKTHYECKO-
«3a4TEHOY» o oMbITa paboThl ¢ HH(OPMALIMOHHBIMU UCTOYHHKA-

MU, OTBIT HAYYHOT'O NMOMCKA, CO3/IaHUsI HAYYHBIX TEK-
cToB. XOpOIIIO BIAACET YIPaBIECHUEM U3MEHEHUH B
MIPOEKTE, YIPABIEHUEM PUCKAMH B IIPOEKTAaX.

Xopoiro ymeeT 00OCHOBBIBATH BBIOOP TEXHUYECKUX
TpeOoBaHU K 00OpPYIOBAaHUIO NJISl BHITIOJHEHHS MO-
NepHU3aluu  WHOOPMAITMOHHO-KOMMYHUKAITMOHHOM
CUCTEMBI.

Ha sToM ypoBHE 0Oyyaromumcsi UCHOJB3YETCSI KOM-
OMHMPOBAHHE W3BECTHHIX MPHUEMOB JESATEILHOCTH, IB-
PUCTHYCCKOT'O MBIINIJICHU .

TECTOBBIE 3aaHuUs
(20-30 6anoB)
HHIUBHIyaIbHOE 3a-
JaHue

(5-7 6annoB);
BOIPOCHI K 3a4eTy
(25-37 6amnoB)

IToporossriii Cnabo 3HaeT npuUHLHUIIEI c6opa, 0TOOpa U 000OIIEHHS
(35-49 6amnoB) | maopMaruu. MiMeeT MaleHbKUI MPAKTHUECKOTO
«3aUTEHO» OIbITa paboThl ¢ UHHOPMAITMOHHBIMU UCTOYHUKAMH,

OTIBIT HAYYHOTO TTOMCKA, CO3/IaHUSI HAYYHBIX TEKCTOB.
Cnabo Bnajeer ynpaBlieHHEM H3MEHEHUH B MPOEKTE,
yIIpaBJICHUEM PUCKAMH B TTPOESKTAX.

Cnabo ymeer OOOCHOBBIBATH BBIOOP TEXHHUYECKUX
TpeOoBaHUN K OOOPYTOBAHUIO JISI BBITTOJIHEHHS MO-
JepHU3alMu  WH(POPMAIIMOHHO-KOMMYHHUKAIIMOHHOM
CHCTEMBI.

Ha stom ypoBHe oOyuarommuiicsi Clioco0eH Mo MamsTH
BOCIIPOU3BOJUTh PAHEE YCBOEHHYIO METOAMKY.

TECTOBBIC 3a1aHUS
(15-20 6amnoB)
WH/IUBUYAJIbHOE 3a-
JaHue

(2-4 6anna);
BOIIPOCHI K 3a4€Ty
(18-25 6annos)

Huzkuit He 3naer npuniunsl cobopa, ord6opa u 0000IIeHUS HH-
(TOTIOPOTOBBIA) dhopmaruu. He nmeeT mpakTHYECKOTO OmbITa pabOTHI C

TECTOBBIC 3aJaHUS
(0-13 Gamnos);
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(KOMHCTGHHI/IH HE I/IH(bOpMaI_[I/IOHHBIMI/I HUCTOYHHUKaMH, OIIBIT HAYYHOI'O HHIUBHUOYAJIBHOEC 3a-

chopMupoBaHa) | MOMCKA, CO3/IaHUS HAYYHBIX TEKCTOB. He BmameeT TaHWe

(menee 35 O0an- | ynpaBieHHEeM U3MEHEHHUN B MPOEKTE, YIPaBICHUEM (0-3 6amna);

JIOB) puckamu B ipoekTax. He ymeeT 000CHOBEIBATH BBIOOP | BOMPOCHI K 3a4ETy
«HE 3aYTCHO» TEXHUYECKHUX TPeOOBaHMIA K 000PYAOBAHUIO IS BbI- (0-18 6amoB)

IMOJIHCHUS MOJACPpHHU3aIUN HHq)OpMaHHOHHO-
KOMMYHI/IKaHHOHHOﬁ CHUCTEMBI

Bce KOMIUIEKTBI OLEHOYHBIX CPEACTB (KOHTPOJIbHO-U3MEPUTEIBHBIX MaTepHalIOB), HEO0XO-
JUMBIX JJI OLEHKH 3HAHUM, YMEHUMN, HaBBIKOB M (MJIM) OMBITA JIEATEIbHOCTH, XapaKTePU3YIOIIHE
sTanbl (pOpMHUPOBaHUS KOMIETEHIIMH B MPOIECCe OCBOCHMS AUCHUILIUHBI (MOJIYJsA) MOAPOOHO
MIPEICTABICHBI B JOKyMeHTE «DOH/] OLIECHOYHBIX CPEICTB AUCIUIUTMHBI (MOTYIIS)».

7. YueOHO-MeTOAUYeCKOe U HHPOPMAIMOHHOE o0ecneuyeHre TUCHUIIMHBI (MOIYJIs1)
7.10cHOBHAas1 yueOHas1 quTEpaTypa:

1. Axmapos, I1. b. KonupoBanue u 3ammra nadopmanuu: yaeoHoe nmocoodue / I[1. b. Axmapos.
— Wxesck : MkeBckas I'CXA, 2016. — 136 c¢. — TekcT : anektpoHHsblii / JIaHb : 3I€KTPOHHO-
oubmuoreuynass cucrema. — URL: https://e.lanbook.com/book/133975 (mata oOpameHus:
29.09.2021). — Pekum mocTyma: Ajs aBTOPU3. I0Ib30BaTEIEH.

2. Buykos, A. A. 3amuta undopmanuu : yuebHoe nocobue ans OakamaBpuara U MarucTpary-
pol / A. A. BuykoB. — 2-e u3n., ucnp. u gon. — Mocksa : UznatensctBo HOpaiit, 2019. — 240 c.
— (bakanaBp u maructp. Axkagemuueckuid kypc). — ISBN 978-5-534-01678-9. — Tekcr : anek-
tpounsii // DBC IOpaiit [caiit]. — URL: https://biblio-online.ru/bcode/444046

3. Leanos, A. FO. 3amura undopmanuu: OCHOBBI TEOPUH : yUeOHHK i OakanaBpuarta U Ma-
ructpatypsl / A. FO. Ulernos, K. A. IllernoB. — Mocksa : U3natensctBo HOpaiit, 2019. — 309 c.
— (bakamaBp u maructp. Axagemmueckuid kypc). — ISBN 978-5-534-04732-5. — Tekcr : amek-
tpouusiii / DBC HOpaiit [caiit]. — URL: https://biblio-online.ru/bcode/433715

4. Kazapun, O. B. IlporpaMMHO-anmnapaTHble CpPEICTBA 3alUThl HHPOpPMAIMH. 3alIuTa mpo-
rpaMMHOro obecrieueHus : yaeOHUK u npakTukym aiisg By3oB / O. B. Kazapun, A. C. 3a6a0ypun. —
Mocksa : U3marensctBo FOpaiit, 2019. — 312 ¢. — (Cnernmanuct). — ISBN 978-5-9916-9043-0.
— Texkcr : anextponnsii // IBC KOpaii [caiit]. — URL: https://biblio-online.ru/bcode/437163

5. Hecmepos, C. A. UndopmaininoHHasi 6€30MacHOCTb : Y4€OHUK U MPAKTUKYM JUISl aKaJleMU-
yeckoro OakanaBpuata / C. A. HectepoB. — Mocksa : U3parensctBo Opaiit, 2019. — 321 ¢. —
(Yuusepcutetsl Poccun). — ISBN 978-5-534-00258-4. — Tekct : anekrponnsiit // DBC IOpaiit
[caitT]. — URL.: https://biblio-online.ru/bcode/434171

6. YMK]] «KoaupoBanue u 3ammra nHbopMauny» s HarmpaBieHus moarotoBku 09.04.02
WMHpopManmoHHbIE CUCTEMBI U TEXHOJIOTHH, MudypuHck -2021

7.2 JlonotHMTEJIbHASA y4eOHas1 JIuTeparypa:

1. CoBpeMeHHbBIE METObI OOECIIeUeHUS 3aIUTHl HHPOpMaMK [ DJIEKTPOHHBINA pecypce] : yuel-
HoOe TmocoOue. — DnekTpoH. AaH. — Yda : BI'TIY umenu M. Axmymisr, 2016. — 112 ¢. — Pexxum
nocrtyna: https://e.lanbook.com/book/90965. — 3ari. ¢ skpaHa.
2. BBenenue B 3ammuty mHbopManuu oT BHyTpeHHuUX WUT-yrpo3 [DnekTpoHHBIH pecypc] :
yueOHOe mocobue. — DnekTpoH. maH. — MockBa : , 2016. — 39 c. — Pexwum pgocryma:
https://e.lanbook.com/book/100720. — 3aru. ¢ skpaHa.
3. CoBpeMeHHbIE METOIbI OOECTICUeHUS 3aIUThl HHPOpMAIK [ DNEeKTPOHHBIN pecypc] : y4ueo-
Hoe nocobue. — DaekTpoH. gaH. — Y¢a : BI'TIY umenn M. Akmyimisl, 2016. — 112 ¢. — Pexxum
nocryna: https://e.lanbook.com/book/90965. — 3ari. ¢ skpaHa.
4. Anukun, J.B. MHdopmarnmonHas 6e30macHOCTh W 3amuTa UHPOpMAUN [DIEKTPOHHBIN
pecypc] : yuebnoe nocobue / JI.B. Anukun. — OnektpoH. gaH. — Cankr-Ilerepoypr : 120
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CIIoYTYuD, 2011. — 269 ¢. — Pexum gocrtyma: https://e.lanbook.com/book/63950. — 3ari. ¢
JKpaHa.

5. baxapos, JI.LE. Uadopmarnmonnas 0€30MacHOCTh W 3aluTa HHPOPMAIUH [ DIEKTPOHHBINA
pecypc] : yue6noe mocobue / JI.E. baxapoB. — Dnekrpon. nan. — Mocksa : MUCHUC, 2015. — 43
c. — Pexxum pocryma: https://e.lanbook.com/book/116711. — 3aru. ¢ 3kpaHa.

6. I'ynersieBa, T.A. OCHOBBI 3aIUTH HHGOPMAITUH [ DIIEKTPOHHBIN pecypce] : yueOHOoe ocodue
/ T.A. T'ynpTsieBa. — DnexTpoH. gaH. — HoBocubupck : HI'TY, 2018. — 83 ¢. — Pexwum pocryma:
https://e.lanbook.com/book/118234. — 3aru. ¢ skpaHa.

7. Kpakosckwmii, FO.M. 3ammra napopmanuu [DIEeKTpOHHBIA pecypc]| : ydeOHoe mocobue /
KO.M. KpakoBckuii. — DnektpoH. nain. — PoctoB-na-[ony : ®enukc, 2016. — 347 c. — Pexum
nocryna: https://e.lanbook.com/book/102279. — 3armn. ¢ 3xpaHa.

8. Mamok, A.A. Teopust 3amutbl uHGOpMaIuu [DaeKTpoHHBIA pecype]| / A.A. Mamok. —
OnekTpoH. naH. — MockBa : ['opsiaas munusa-Tenexom, 2015. — 184 ¢. — Pexum noctyma:
https://e.lanbook.com/book/111077. — 3ari. ¢ 3KpaHa.

73 MeTonnquKne YKa3aHusd 110 OCBOCHHUIO ITUCIHUIIINHDbI (MO)IyJIﬂ)
Meroanueckue ykazaHus JJis IPOBEACHUS MPAKTUUCCKUX 3aHATHH o quciuiuinie «KonupoBanue
1 3amuTa nHpopManum» s HanpasieHus noAarotosku 09.04.02 MudopmamoHHbIe CHCTEMBI U
TEXHOJIOTHH

7.4 Undopmanmonnbie M HUPOBLIE TEXHOJIOTHH (IPOrPpaMMHOe obecreyeHue,
coBpeMeHHbIe NMpo(eccHoHaIbHbIe 0a3bl JAHHBIX M HH()OPMALMOHHBIE CIIPa-
BOYHbIE CHCTEMBI)

VYuebHasg aucuuIuinHa (MOJyib) IpeAycMaTpUBaeT OCBOCHHE MH(POPMALMOHHBIX U LU(PO-
BBIX TeXHOJOTUM. Peanuzanus mudpoBhIX TEXHOJIOTHI B 00pa30BaTeIbHOM MPOCTPAHCTBE SIBIISETCS
OJTHOW M3 BaKHEHINX 1eeil oOpa3oBaHMs, Jaroliell BO3MOKHOCTh Pa3BUBATh KOHKYPEHTOCIOCO0-
HbIE KauecTBa 00yJaroumxcs Kak Oy1yIlnuX BbICOKOKBAIU(UIMPOBAHHBIX CHIEIIUAINCTOB.

[ludpoBbie TEXHOJOTHH MPETyCMaTPUBAIOT Pa3BUTHE HABBIKOB 3((EKTUBHOIO PELICHUs 3a-
Jad po(eCCUOHATBHOT0, COLUAIbHOTO, JINYHOCTHOTO XapakTepa ¢ MCIOJIb30BAaHUEM Pa3IMYHBIX
BUJIOB KOMMYHHUKAIIMOHHBIX TeXHOJIOTUH. OcBoeHHE IUPPOBBIX TEXHOJOTUH B paMKax JaHHOU
JUCIUIUIMHBI (MOJYJIs) OPUEHTUPOBAHO HA CIIOCOOHOCTH 0OE30MacHO M HaJuIeXkalluM o0pa3oM mo-
JAy4aTh JOCTYII, YIPaBIATh, UHTETPUPOBATh, OOMEHMBATHCS, OLIEHUBATh M CO3/1aBaTh HH(MOPMALIUIO
C MOMOIIBI0 IHU(PPOBBIX YCTPOMCTB M CETEBBIX TexHoJorui. @opmupoBaHue HU(GPOBON KoMIle-
TEHTHOCTHU IpeAroiaraet paboTy ¢ JaHHBIMH, BIa/IeHUEe HHCTPYMEHTaMHU JJ11 KOMMYHHKAIIUU.

7.4.1 DJIeKTPOHHO-0MOJIHOTEYHbIE CUCTEMBbI U 0a3bI IaHHBIX

1. 000 «3BC JIAHb» (https://e.lanbook.ru/) (moroBop Ha oka3anue yciyr ot 03.04.2024
Ne 6/1 (CereBas a1ekTpoHHas OUOIMOTEKA)

2. baza naHHbIX 31eKTpOHHBIX HH(popMannoHHBIX pecypcoB @PI'BHY [NTHCXb (morosop mo
00€CIeYeHHIO JTOCTYTA K 3JeKTPOHHBIM HH(popmMarmonHbIM pecypcam @I'BHY ITHCXB uepes Tep-
muHan ynaieaHoro gocryna (TY ®I'BHY [THCXE) ot 09.04.2024 Ne 05-YT/2024)

3. DnekTpoHHas OubnmoreuHas cuctema «HanmonaneHbI 1U(pPOBON pecypc «PyKOHT»:
Komnekmun «ba3osbrit MmaccuB» u «Komoc-c. Cenbekoe xo3siictBoy» (https://rucont.ru/) (moroBop Ha
OKa3aHWe yCIyT MO MpeaocTaBleHuto qoctymna oT 26.04.2024 Ne 1901/bI122)

4. 000 «dnextponHoe nzmarensctBo OPAWTY (https://urait.ru/) (ZoroBop Ha Oka3aHHe
yCIOyr MO MPEeAOCTaBICHHUIO JOCTyna K obpaszoBaTensHoi miuatgopme OOO «DieKTpoHHOE H37a-
TenbetBo FOPAWTY ot 07.05.2024 Ne 6555)

5. DnexTpoHHO-OMbOIMoTeuHas cucrema «Bepuanckuii» (https://vernadsky-lib.ru) (morosop
Ha 0€3BO3ME3THOE MCIOJIb30BaHue Tpon3BeaeHui ot 26.03.2020 Ne 14/20/25)
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6. baza mannbix HOB «HarnmonanbHas snekrponHas oudnmoreka» (https://rusneb.ru/) (mo-
roBop o nmoakiatoueHnn k HOb m mpenocraBnenun mocryma k oobektam HOB ot 01.08.2018 Ne
101/H2b/4712)

7. CornanieHue 0 COTPYJHHUYECTBE 10 OKa3aHUI0 OMOIMOTEYHO-MH(DOPMAIIMOHHBIX U COLIHU-
OKYJIBTYPHBIX YCIIYT IOJIb30BATEIsAM YHHUBEPCUTETA U3 YKCJIa MHBAIMJIOB 10 3PCHHUIO, CIIa00BU/IS-
[IUX, UHBAIUJIOB JPYTUX KAaTErOpUH C OTPAaHMYCHHBIM JOCTYNOM K MH()OpMAIIMH, JIUL, UMEIOIINX
TpyAHOCTH ¢ yTeHueM mtockomnedatHoro tekcta TOI'BYK «TamboBckas o0nacTHast yHUBEpCAIb-
Has HaydHas oubmmoreka uM. A.C. Ilymkunay (https://www.tambovlib.ru) (cornamenue o cotpya-
Hudectse ot 16.09.2021 Ne 6/n)

7.4.2. UudpopmManmoHHbIe CIIPABOYHBIE CHCTEMBI
1. CnpaBounas npaBoBas cucreMa Koncynprantllitoc (qoroBop mocraBkM, afjanTalluyd U
conpoBoXxAcHUS dK3eMIULIpoB cucteM Korcynprantllmtoc ot 11.03.2024 Ne 11921 /13900/2C)
2. DnexTpoHHBINA nepuoaundeckuil crupaBouyHuk «Cucrema TAPAHT» (noroBop Ha yciyru
110 conpoBOKAcHMIO OT 15.01.2024 Ne 194-01/2024)

7.4.3. CoBpemeHHbIe IPOodeccuoHaTIbHbIC 0a3bI JTaHHBIX
1. baza nmaHHBIX HOPMAaTHUBHO-TIPABOBBIX AaKTOB WH(OPMAIMOHHO-00pPA30BATEIBHON IMpO-
rpammbl «PocmeTron» (moroBop ot 15.08.2023 Ne 542/2023)
2. baza nannbix Hayunoit anextponnoit 6umbmuoreku eLIBRARY.RU — poccuiickuii un-
dbopMaImOHHO-aHATMTUYECKHH MOPTa B 001aCTU HAYKH, TEXHOJIOTUU, MEIULIMHBI U 00pa30BaHus -
https://elibrary.ru/

3. ITopran oTKphITHIX AaHHBIX Poccuiickoii denepanuu - https://data.gov.ru/

4.  OTKpbITHIE

JTaHHELIE

®denepanbHON
https://rosstat.gov.ru/opendatallpodeccruonansubie
http://www.is027000.ru/

CITYXKOBI
0a3el

JaHHBIX.

roCyIapCTBEHHOU
3ammuTa

CTAaTHCTUKH -
nHpopmauu

5. [TpodeccronanbHble 6a3bl AaHHBIX. 3amuTa nHpopmanuu http://www.iso027000.ru/

6. [Tpodeccrnonansubie

0a3el

IAHHEBIX.

OCHOBBI

npunoxkeruithttps://martinfowler.com/articles/web-security-basics.html
1. [Ipodeccuonanbupie 0a3bl gaHHbIX. UM. E.M. OBcankuna. MHpopmanmonHas 6e3-
omnacHOCTh. 3ammra uadopmarmuhttp://all-ib.ru/

0€e30I1aCHOCTH

BeO-

7.4.4. JInlileH3UOHHOE ¥ CBOOOIHO pacnpocTpaHsieMoe IPorpaMMHoe odecreye-

HHUE, B TOM YUCJIC OTCYCCTBCHHOI'0O NIPOMU3BOJACTBA

Ne HaumenoBanue Pazpabotunk 10 HoctynHocTh Ccbuika Ha Exqunbiit PexBuzutel noaTeep-
(mpaBooOnana- | (JIMUEH3HOHHOE, peecTp pocCHHCKUX JKIAFOIIETO JOKYMEH-
TEIIB) cBOOOIHO pac- | mporpamm mmst OBM u Ta (P HAJTUYUH)
MIPOCTPaHIEMOE) B/J1 (mpu Hammaum)
1 Microsoft Windows, Microsoft JIuieH3noOHHOE - JIuneHsus
Office Professional Corporation ot 04.06.2015 Ne
65291651 cpok nmeit-
CTBUs: OECCPOUHO
2 AwnrtusupycHoe ipo- | AO «Jlabopato- | Jluuensuonnoe | https://reestr.digital.go | CyOnuuensuonHbrit
rpammMHoe obecrieue- | pust Kacmepcko- v.ru/reestr/366574/?sp norosop ¢ OO0
Hue Kaspersky ro» hrase_id=415165 «Codrekc» oT
Endpoint Security mms (Poccus) 24.10.2023 Ne 6/n,
OusHeca CPOK JIEHCTBUS: C
22.11.2023 mo
22.11.2024
3 | MoiiOduc Cranmapr- 000 «Hogsle JIunensuonnoe | https://reestr.digital.go Konrpakt ¢ 000
HBII - o0JiauHbIe TeX- v.ru/reestr/301631/?sp «PyOukon»
OducHsIiT TakeT Honorum» (Poc- hrase_id=2698444 ot 24.04.2019 Ne
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IUTSt pabOTHI C TOKY- cust) 036410000081900001
MEHTaMH H MOYTOH 2
(myoffice.ru) CpOK neiicTBus: Gec-
CpOYHO
OducHslil makeT AO «P7» Juniensuonnoe | https://reestr.digital.go Kontpakt ¢ OO0
«P7-Oducy v.ru/reestr/306668/?sp «Codrekcy
(meckTormHas BEpCHsl) hrase_id=4435041 ot 24.10.2023 Ne
036410000082300000
7
CpoOK aeiicTBus: Gec-
CpOYHO
Omnepannonnas cucte- | OOO "baszanbt Junensuonnoe | https://reestr.digital.go Konutpakt ¢ 000
Ma «Anbst O6paszoBa- | cBoGomHOE TIpO- v.ru/reestr/303262/?sp «Codrere»
HHE» rpaMmHOE 06ec- hrase_id=4435015 ot 24.10.2023 Ne
neueHue" 036410000082300000
7
CPOK JeHCTBHS: Oec-
CPOYHO
IMporpammuas cucrema | AO «AHTHILIA- Jluuensnonnoe | https://reestr.digital.go | JInueHsnoHHBIH g0T0-

JUTSl OOHAPYKEHNUS TEK-
CTOBBIX 3aMIMCTBOBA-
HUI B y4eOHBIX H
Hay4HBIX paboTax
«AnTtumnaruat BY3»
(https://docs.antiplagia
us.ru)

ruat» (Poccus)

v.ru/reestr/303350/?sp
hrase_id=2698186

Bop ¢ AO «AHTHUILIA-
raat» oT 23.05.2024
Ne 8151, cpok nmeii-
ctBH: ¢ 23.05.2024
o 22.05.2025

Acrobat Reader
- IPOCMOTP JOKYMEH-
toB PDF, DjVU

Adobe Systems

CB00OOIHO pac-
MPOCTpaHsIeMoe

Foxit Reader
- IIPOCMOTP JOKYMEH-
toB PDF, DjVU

Foxit Corporation

CBoboxHO pac-
MPOCTpaHsIeMoe

7.4.5. Pecypcbl HHPOPMALIMOHHO-TEJIEKOMMYHUKAIMOHHOM ceTn « AHTEepHET)

1. CDTOwiki: 6a3a 3nanwuit mo nuudposoii Tpanchopmarnuu https://cdto.wiki/

2. CIT Forum. URL: http://www.citforum.ru (gara obpamienuns 12.06.2011).

3. Kypuan «Bamura uabpopmanuu. Uucaia»y. URL: https://www.inside-zi.ru/ (mara
obpamenus 12.06.2011).

4. InformationSecurity: NudopmannonHas 0€301acHOCTb. URL:
http://www.itsec.ru/main.php (nara o6pamienus 12.06.2011).

5. HNudopmarnmonnas 6e3omacnocts. URL: https://securityvulns.ru/ (nara oOpamenus
12.06.2011).

6. Caiit ®denepanpHOii ciyX0bl TocynapcTBeHHO# cratuctuku (Poccrar). DnekTpoH-
HBI pecypc. Pesxum noctyma: http://www.gks.ru/

7. Caiit TeppuropuansHoro oprana ®PenepanbHON ciayxkObl TOCyJapCTBEHHOM cTa-

tuctuku 1o TamboBckoit o6mactu (TambGoBcrar). DnekTpoHHBIM pecypc. Pexum mocryna:
http://tmb.gks.ru/

8. Pexum mocryma: http://www.rbc.ru/ - PocbusaecKoncantusr

9. Pexum nocryma: http://www.devbusiness.ru/development/staff.ntm

10.  CaiiT BoICIICH aTTecTaronHON Komuccuu // http://vak.ed.gov.ru
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7.4.6. LludpoBble HHCTPYMEHTHI, IPUMEHsieMble B 00Pa30BaTeJIbHOM Ipolecce

Cepauc

ZOoNoo~wWNE

LMS-miardpopma Moodle
Buptyansnas nocka Mupo: miro.com

Bupryanpnas nocka SBoard https://sboard.online
Buptyansnas nocka Padlet: https://ru.padlet.com
O6naunsie cepBuckl: Snnekc./[uck, O6nako Mail.ru
Cepsucol onpocoB: Suaekc @opmsi, MyQuiz
CepBsucsl Buaeocssi3u: Suaekc tenemoct, Webinar.ru
. COBMECTHOM
ttp://www.trello.com

paboTel HaX TMPOEKTaAaMH Ui  HEOOJBIIUX Trello

Py

7.4.7. llndpoBbie TEXHOJOTHH, IPUMEHsIEMbIe IIPH U3YYEeHHUHU JUCHHUILIHHbBI

Neo | Ludpossie TexHonoruu | Buasl yueOHOU paboOTHI, BbINON- | DopMupyeMbie
HSIEMbIC C TPUMEHECHUEM TUPPO- | KOMIETCHLUU
BOW TEXHOJIOTUU
1. | O0auHble TEXHOJOTHA Jlekuun IIK-1, IIK-2
[IpakTuueckue paboThI
(JTaboparopHbIe pabOTHI)
2. | Texuomoruu Gecrpo- Jlekuun IIK-1, I[IK-2
BOJIHOM CBSI3H [IpakTueckue paboThI
(JTabopatopHbIe pabOTHI)
3. | HoBble mpousBoacTBeH- | JIeKIuu IIK-1, IIK-2
HBIC TEXHOJIOTUU [IpakTuueckue paboThI
(JTaGopaTopubie paboThI)

8. MarepuajibHO-TeXHUYECKOE o0ecnevYeHne TMCIUIIUHbI (MOAYJIs1) (MOYJIA)

Haumenosanue crie-
LHAJILHEIX [IOMeEIe-
HUH U NOMEIEHU I
JIJISL CAMOCTOSITEIIb-
HOW pabOTHI

OCHaH.[CHHOCTL CIICaJIbHBIX HOMCH.[CHI/Iﬁ u HOMeH.IGHI/Iﬁ JUIsL CaMOCTOSTEIIbHOMI pa6OTLI

393760, Poccus,
TamboBckas 00J1aCTh,
r. Mu4ypuHcK, yi.
WHTepHannoHanbHas,
qom Ne 101, 2/32

YuebOHast ayTuTOpHs AJIs IPOBEACHNUS YUSOHBIX 3aHATHH JIEKIIMOHHOTO THITa: VIHTepaKTHBHAs
nocka — 1 mr.; CuctemHblit komiuiekT — 1 mt.; [IpoexTop Viewsonic — 1 wt. Habopsl nemMon-
CTPAIIIOHHOTO 000PYAOBaHUS U YIEOHO-HATIISTHBIX TOCOOUH.

393760, Poccus,
TamOoBcKas 00J1aCTh,
r. MuuypuHck, yi.
WuTepHannoHaibHasl,
mom Ne 101, 1/114

YueOHas ayTUTOpHs IS IPOBEACHNS yIeOHBIX 3aHATHI CEMHUHAPCKOTO THIIA, KYPCOBOTO
MPOEKTUPOBAHHUS (BBIMOTHEHUS KYPCOBBIX Pa00T), TPYIMIOBBIX U HHAUBUIYaJIbHBIX KOHCYJIb-
TaIMi, TEKYIIEro KOHTPOJIS U IPOMEXYTOYHOH aTTecTaruu (KOMIBIOTepHBIH Kinacc): Cu-
cremubIi komrutekT (ITponeccop Intel Original LGA 1155 Celeron) — 9 mr.; Kabunet ocHa-
IIeH MaKeTaMH, HarJIsTHBIMH y4eOHBIMH IIOCOONSIMHU, TPEHAKEpaMH M APYTHMMH TeXHHYe-
CKUMH cpencTBamMu. KoMIbloTepHast TEXHHKA MOKII0UeHa K ceTH «MHTepHeT» n obecrieueHa
jgocrynoM B OMOC yHuBepcurera.

393760, TambOoBcKas
00J1aCTh,
r. MuuypuHcK, yi.
HurepHanvionanbHas,
oM Ne 101, 1/210

[NomenieHue 1715t CAMOCTOATENBHON paboThL: mpuHTEp — 3 wt., MDY Canon i-Sensys MF
4410, nHoytOyk Hewlett Packard Pavilion, komnerotep — 3 mit, komnetotep Celeron E 3300,
komitstotep Dual Core, komnbsiotep OLDI 310 KJI, xonmpoBansHslit anmapat Kyocera. Kom-
MbIOTEPHAs TEXHHUKA TO/IKII0UeHa K ceTH «VIHTepHeT» 1 00eceyeH TOCTYIl B AJIEKTPOHHYIO
MHPOPMAIIMOHHO-00Pa30BATEILHYIO CPEy YHHUBEPCUTETA.

Pabouast mporpamma AUCIUTUIMHBI (MOAYJIs1) COCTaBJCHA B COOTBETCTBUHU C TPEOOBAHUSIMU
@I'0OC BO — marucrparypa o HanpasieHuio noaroroku 09.04.02 MudopmaiiioHHble CUCTEMBI U
TEXHOJIOTHH, YTBEPKICHHOTO MprukazoM Munoopuayku P Ne 917 ot 19.09.2017
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ABTOD:
Crapummii mpenonaBatens kapenpsl marematuku, ¢puznku U UT [Tuenunnesa H.B.

Penensenrt:
3aBeAYIOIMMUA KadeIpoil CTaHIapTU3AIMH, METPOJIOTHH U TEXHUYECKOTO CepBHCA, K.T.H., JOILICHT
XaryHues B.B.

[TporpaMmma paccMOTpeHa Ha 3aceqaHuH Kadeapbl MaTeMAaTUKK, PU3UKHA U WHPOPMAITHOHHBIX
texHosoruil. [Tporokos Ne 10 ot «10» utons 2021 r.

[Iporpamma paccMOTpeHa Ha 3acelaHHHM YYeOHO-METOAMYECKOW KOMHUCCHHM HHXKEHEPHOTO
uactutyra ®I'bOY BO Muuypunckuii 'AY, npotokon Ne 11 ot 15 uronsa 2021 r.

[Tporpamma yTBepskaeHa PemenuemM yaeOHO-METOANYECKOTO COBETa YHUBEPCUTETA IIPOTOKOIT
Nel0 ot 24 urons 2021 roaa.

[Tporpamma nepepaboTaHa 1 JOIOTHEHA B COOTBETCTBUU ¢ TpeboBanusimu GI'OC BO.

[TporpamMma paccMOTpeHa Ha 3aceqaHuu Kadeapbl MaTeMaTUKH, PU3NKU U UH(POPMALTMOHHBIX
texnonoruil. [Iporokon Ne 7 ot «14» mapta 2022 .

[TporpamMma paccMOTpeHa Ha 3acelaHui y4eOHO-METOIUYECKON KOMUCCUH MHXKEHEPHOTO UH-
cruryra ®I'6OY BO Muuypunckuii 'AY, nporokon Ne 8 ot 17 mapta 2022 T.

[TporpamMma ytBepxaeHna PemeniemM yqeOHO-METOANUECKOTO COBETa YHUBEPCUTETA IPOTOKOI
Ne8 ot 21 ampens 2022 rona.

[Tporpamma nepepaboTaHa U JOMOIHEHA B COOTBETCTBUU ¢ TpeboBanusimu OI'OC BO.

[TporpaMmma paccMOTpeHa Ha 3aceqaHuH Kadeapbl MaTeMAaTUKH, PU3UKHA U WH()OPMAIIMOHHBIX
texHojoruil. [Iporokon Ne 9 ot «01» utons 2023 r.

[TporpaMmma paccMoOTpeHa Ha 3aceJaHUU Yy4eOHO-METOINYECKOM KOMHCCUHM HHKEHEPHOTO
uHctutyra ®I'BOY BO Muuypunckuii ['AY, nporokon Ne 10 ot 19 utons 2023 r.

[Tporpamma ytBepxaeHa PemenremM yueOHO-METOAMUECKOTO COBETa YHUBEPCUTETA MPOTOKOI
Nel0 ot 22 nrons 2023 roja.

[Tporpamma nepepaboTaHa u 10MOIHEHA B cOOTBeTCTBUU ¢ TpeboBanusmu OI'OC BO.

[Iporpamma paccMoTpeHa Ha 3aceaHuu Kadeapbl MaTeMaTHKU, GU3UKH 1 HHHOPMAITHOHHBIX
texHosuoruil. [Iporokon Ne 6 ot «14» mas 2024 .

[IporpaMma paccMOTpeHa Ha 3acelaHuU y4eOHO-METOJMYECKON KOMHUCCHUH WHKEHEPHOTO
uncturyra ®I'bOY BO Muuypunckuit 'AY, nporokon Ne 9 ot 20 mas 2024 r.

[Tporpamma yTBepkzeHa PerieHneM y4yeOHO-METOJUYECKOIO COBETa YHMBEPCUTETA MPOTO-
koi Ne 09 ot 23 mas 2024 roza.

OpuruHan JOKyMEHTa XpaHUTCA Ha Kadeape MaTeMaTHKU, PU3UKU U UHOOPMAIIMOHHBIX TEXHOJIO-
Ui
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